WE PREVENT AND
DETECT UNETHICAL
CORPORATE BEHAVIORS
IN REAL TIME WITH AN
INNOVATIVE
METHODOLOGY

thefraudexplorer.com
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THE PROBLEM: FRAUD

According to the Association of Certified Fraud Examiners it happens:

THE FRAUD EXPLORER

PERPETRATOR

POSITION & LOSES

SCHEME Owner $337K
DLl Manager $125K PERPETRATOR

LOSES & TIME
. - Employee $50K AUTHORITY LEVEL
Asset Misappropriation

$100K - 12 months Owner 23%
Financial Statement $593K Manager 39%

18 months Employee 37%
Corruption $150K

12 months

LOW DETECTION CONCEALMENT

CASES & TIME IN MONTHS BY POSITION
Executive-level 48%

Internal Audit 16% - 12 Destroy evidence
Management Review 12% -12 Manager 61%
Docs Examination 6% - 12

Created evid
By Accident 5% - 23 reated eviaence
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THE SOLUTION: FRAUD TRIANGLE ANALYTICS

We have a theoretical foundation behind the methodology

WHAT WE DESIGN

A unique methodology to predict, prevent, and detect misconducts in real time
combining the fraud triangle theory, artificial intelligence, and semantics with key
differential factors to identify risks in internal voice and text communications
generated by employees in the corporate environment

LIGHTWEIGHT & ALERTS GENERATION
NON-INTRUSIVE Finding and matching to
Targeting the high-risk areas warning dishonest behaviors.

without service disruption.
CONTROLS IMPROVEMENT
Uncovering risks and redesign
controls to stop losses.

Opportunity

Capability

[%l ; MANAGEMENT CONSULTING

@ Managing the alerts and advising the
treatment.
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EXAMPLES: RED FLAGS

Behaviors we can detect, prevent and predict

e acting very strange

* harm the business
*don't value what i do
* brand consciousness
* the job is tough

* stick to the plan

* pride issues

* need a better cut

* someone else knows

* low standards of morality

* milestones aren't important
* nonpublic revelation

* the boss is not around
 export the mail to spam

* its a secret

* altering the photocopy

o fifty fifty

* leave it unnoticed

» expectations are irrational
*too greedy

*they owe it to me

* abuse of power

* point finger at him

e rich enough for this

* keep lifestyle

* dirty business

*don't leave a trail

PRESSURE OPPORTUNITY RATIONALIZATION
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ALERTS WORKFLOW

Generating from the incident to the notification

DATE & TIME CHANNEL GLIMPSE OF CONVERSATION PROBABILITY

W
_—| g 000044
- oooo
00000 oooo
oooo
Tuesday, April 5 at 11:30 a.m. In Teams conversation with John Doe “There is no segregation of duties at Fraud Scoring 90%

Pressure, opportunity and

the moment, and | know that its not . . .
rationalization expressions are present

ethical, but is the only option that
have at the moment”

—0——0
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BUSINESS PROCESS

Information we produce analyzing your data

INPUT

w

INPUT

The input data we need to
process and produce
valuable information are
human behaviors

THE FRAUD EXPLORER

PROCESS

PROCESS

Our Fraud Triangle
Analytics algorithm process
the data and generates
fraud red-flag alerts

ANALYZE

ANALYZE

Our certified Team analyzes
the data produced by the
algorithm and prepares a

red-flag report

OUTPUT

OUTPUT

Our Team deliver the
findings every two weeks

and offer support for next
steps
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DETECTION OF MISBEHAVIORS

After the implementation, common conducts are detected in most organizations

THE FRAUD
EXPLORER %
ARROGANCE — C(]')) DETECTS ~85K g g — TRAFFIC OF RESUMES
BRIBERY — U DISHONEST — CONFLICTS OF INTEREST
UNFAIR COMPETITION — C-Level CONDUCTS Human — WORKER FAVOURABLE TREATMENT
LABOR CONCURRENCY — Resources

XK/’\ PONZI SCHEMES
@ 2, S X LAPPING / PARALLEL BANK
COLLUSION — N/ 1 EXTORTION

SRl Commercial
Finance

Accounting

Trading — DATA LEAKAGE
— MARKET DECEPTION
— ILLEGAL COMMISSIONS

o O

LLEGAL GIFTS = MONEY LAUNDERING
DIVERTING BUSINESS Procurement

SHELL COMPANIES

—— COOKING THE BOOKS
—— BUDGETS MANIPULATION
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WHY NF

NF can find non-ethic conducts inside your company

EFFECTIVENESS

We have detected and
prevented non-ethical
behaviors in 100% of our
clients. Your company will
not be the exception.

THE FRAUD EXPLORER

RAPID ROI

We deliver results in the
first two weeks after
deployment, minimizing false
positives

CONVENIENCE

Our certified team will
analyze all red flags
Real-time monitoring
Zero infrastructure required
No additional personnel
required

NOFRAUD PRESENTATION

i

VALUE

We save you money & time by
identifying gaps & vulnerabilities,
discovering new risks, and improving
the corporate culture

(0
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ACKNOWLEDGMENTS

National and international awards

0O

MINTIC

2018

The best anti-fraud software at
the national level in Colombia

ANTI-FRAUD EFFORTS

Prediction, prevention, and detection
of corruption, fraud and

organizational abuse

THE FRAUD EXPLORER

WCA

2020

The best anti-fraud initiative

worldwide awarded in Spain by

World Compliance Association
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OUTSTANDING FEATURES

We take Fraud Triangle Analytics to the next level

01 Endpoints

We collect human behavior data in real time
through software endpoints available for Windows,
Mac OSX, Android and Asterisk (VolP) devices.

These endpoints capture human text & voice
interaction from customer defined applications like
Microsoft Teams, Outlook, Gmail, WhatsApp, SAP,
Yahoo Mail, Zoom, Microsoft Word, Lync, etc.

THE FRAUD EXPLORER

0@ (@ Dashboard » The Fraud Explor X 4+

¢ > C & demo er.com/dashBoard 6 % GG

“+

nows

© st e i bawm e n Sme M een -

» Global Insights g Triangle metrcs | [T > Data Health

Build Endpoint

Select platform Server HTTPS Address

Microsoft Windows A] https://tfe.mycompany.com

Microsoft Windows

Please note the "https" at the address

g Android Devices Endpoint password UDP Port
| Asteriskvorp pBx | | weesua 5965
L jn

Apple macOSX Passphrase between server and client
B Encryption key Only capture phrases on
> Relevant Endpoints
Jnhajl67HnjfHg10 Whatsapp, Skype, Gmail

+ Benjamin Evalent

~ thefraudexplorer.com
Rijndael-128 Key & IV ciphering Enter app-names by comma separated
5 ki
 thefraudexplorer.com

0009
0009 ~ Company domain name REST API Credentials }M is very high
domain.local restusername:restpassword
+ Lurch Barrow 0009 - I
0005

 thefraudexplorer.com

Only needed for mobile devices Mobile devices require this parameter

+ Gordon Mondover -~
- thefraudexplorer.com pro quo
Return to back Build & Download
g et 0007 ~ }-\- all obstacles
thefraudexplorer.com L y

~ Employee and Business | Events & Flags " Rules/Units . Overall score ~ Endpoint and Business . Is expressing or feeling
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OUTSTANDING FEATURES

We take Fraud Triangle Analytics to the next level

2 Workflows

We can create correlation rules between multiple
and isolated Fraud Triangle events to respond to the
customer business model requirements.

If one employee from Procurement is telling
something strange to a provider and in the next 15
days another employee in Treasury is expressing
pressure about that provider, then, alert!

THE FRAUD EXPLORER

¢« > c

(@ Dashboard » The Fraud Explor X 4+

& demo.thef

@mwmmmmmmmm

+

Nows

)) The Fraud Explorer ® Opensour

> Global Insights

> Relevant Endpoints

+ Benjamin Evalent
~ thefraudexplorer.com

+ Burgundy Skinner

Triangle metrics  [*]

» Data Health

b % fglm

ae8aa -

Fraud Triangle Alerting Workflows

Please customize the fraud triangle rules by specifying which vertices, business unit, endpoints and applications

ALL DEPARTMENTS

ALL DEPARTMENTS

ALL DEPARTMENTS

Workflow identification

Workflow name

Specify the name of the flow

v ALL VERTICES v All Endpoints

v ALL VERTICES v | All Endpoints

v ALL VERTICES v | All Endpoints

Flag Events range

All types v Without range

List of current defined & working workflows

[J Workflow name

O Executives external businesses

O Credit alternatives

v | Company domain

All Applications

All Applications

All Applications

Company FQDN Tone

Define time's interval and company's domain

All Phrases END v+
All Phrases END v ==
All Phrases END v =

Workflow custodian

Alitones v | Custodian e-mail

Send alert when workflow is triggered

(A Fraud Triangle Flow [JRange [JFlag [JTone [J Custodian [ Hits
& [D)=CLEVEL, [V]=ALLV, [D]=ALLD, [E]=ALLE, [A]=ALL.. & O Qo @o & events@thefraudexplorer.com @o
@ [DJ=CREDIT, [V]=ALLY, [D]=thefraudexplorer.com, [.. & 0 @o @1 @ events@thefraudexplorer.com @o

I Events & Flags

e Fraud Triangle Analytics

' Rules/Units

NOFRAUD PRESENTATION
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OUTSTANDING FEATURES

We take Fraud Triangle Analytics to the next level

. ® O ® (@ Dashboard » The Fraud Explor X =+
|

& > C @ demo er.com/ d#t o % fp @
@W Events  Analytics  Endpoints  Rules  Roles  Setup  Maintenance ---@

o ? Global Insights Triangie metncs | [ > Data Health

3 Inferences -

] narennal i i S e oty

Fraud Triangle Deductions Expert

;;;;;;

. L. . ° 25 ENDPOINT PROBABLE 'WHEN 7 APPLICATION & CONTEXT WHY VIEW

We have developed an algorithm based on artificial e o N T e — &
. . . . . © benjamin 70% 2017-04-15 Microsoft Project - Budget Increase.mpp PO B
intelligence that is capable of making deductions a P T B B - =
ono © Johndoe 50% 2017-04-15 Microsoft Word - joInt venture proposal.docx OR B

about the fraud probability. EE e E——— B

> Relevant Endpoints
m Those excesses are not going to be please do not

: © Benjamin Evalent

The algorithm evaluates the presence of certain wo 3 aaestpecn

. . . 3 is Burgundy Skinner
Comblnatlons Of fraUd trlangle phrases plus Its o ! . ) There are 3934 acts in the knowledge base and 4 rules in the Fraud Triangle Inference/Deduction A.I Engine
. . . 0 B :.""",,,_""“._,_,,,,,m
particular weight and other aspects like negative y—
= ~ thefraudexplorer.com )

sentiments, violence and toxicity.

% ruleset 02.33 ) + Eleanor Rails

~ thefraudexplorer.com ’ -

- Employee and Business | Events & Flags " Rules/Units . Overall score - Endpoint and Business . Is expressing or feeling
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OUTSTANDING FEATURES

We take Fraud Triangle Analytics to the next level

04 Analytics

We made it possible to have +50k endpoints alerts
represented in a graph using grouping and business

unit segmentation.

This graph is like a gartner diagram where the more
representative endpoints will appear in certain

qguadrants. With this information, we can point in
the right direction at first glance.

THE FRAUD EXPLORER

[ NON ] @ Analytics » The Fraud Explorer X +

& - C @ demo.th er lyticsData h Pe]
G Dashboard Events Analytics Endpoints Rules Roles Setup Maintenance Disable

S22 Artificial Intelligence Expert Deductions =

AL
> High Pressures ~ High Behavio

ol

Refresh Graph

-2

Plot Graphic Legend

* : .
review urgent *
] Fraud Phrase Count
> Pressure 25 '*
> Opportunity 25
> Rationalization =~ 25
__ Phrases in Database
> Pressure 3178
> Opportunity 2907 *

> Rationalization = 2344

* *

> Some Behaviors > High Rational

Q@ Take Tour E Semantic Simulator @ Library License (f}) Logging & Au

)) The Fraud Explorer ® Opensource Fraud Triangle Analytics
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OUTSTANDING FEATURES

We take Fraud Triangle Analytics to the next level

5 Reports

We have the ability to export our produced data in
an organized form in order to make the best

decision for the business.

The report supports multiple filters such as date,
employees, domains, applications, business units,
fraud vertices and expert deductions including

sentimental analysis binded to the fraud triangle.

THE FRAUD EXPLORER

+

eoe (@ Dashboard » The Fraud Explor X =+

& > C @& demo

@ Dashboard Events Analytics Endpoints

> Global Insights

fows

(0 25

. Total score
- © v
™5 Relevant Endpoints

&8 Benjamin Evalent

SO thefraudexplorer.com 0009
e o bl 0009
% et 0009
B > et 0005
- R . 0007

d

Rules  Roles  Setup  Maintenance

O % Gy ®

aeaa -

Triangle metrics  [] » Data Health

h R e
Advanced Reports
Report type Date range

All endpoints & domains v 2022/04/13 to 2022/04/20

endpoint, domain i

I want all date range

Select the report type Select the desired date range
'8 Filter by Fraud Triangle Vertices Applications Jan
Pressure Microsoft Teams, Microsoft Word
AI Expert
Deductions -
‘ Opportunity ‘ ‘ I want all applications ]
-~ [ Rationalization ‘ [ Negative tone ‘ Filter by corporate applications }w" of duties
Business units & departments Filter by phrase match
L }ml is very high
PURCHASES v it is unfair, it is for a good cause
-~ [ I want all departments ‘ i I want all phrases ‘ I want flags only M
-~
Make an iReport Make full report Pmu

e —— T W move ail obstacles
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WE CAN WORK
TOGETHER TO BUILD
A BETTER WORLD
BASED ON ETHICAL
PRINCIPLES

Please reach us at services@thefraudexplorer.com, we are

willing to work with you and your company.
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